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1
INFORMATION PROCESSING DEVICE AND
METHOD FOR SWITCHING PASSWORD
INPUT MODE

This application claims priority to Chinese patent applica-
tion CN201210004355.9 filed Jan. 9, 2012, the entire con-
tents of which is incorporated herein by reference.

The present application relates to an information process-
ing device and a method for switching the password input
mode.

BACKGROUND

Atpresent, notebook computers using touch screens or pad
computers with keyboard docking stations and the like are
becoming more and more popular. Typically, when a note-
book computer with a touch screen rotates its touch screen by
180° or “back flips™ its touch screen to the back of the note-
book computer to make the notebook computer used as a pad
computer, the keyboard of the notebook computer will usu-
ally be locked. In this case, the password can only be input
through the virtual keyboard displayed on the touch screen
(such as the power-on password or screen lock password).
However, the user experience of the virtual keyboard is usu-
ally poor. Moreover, in the case that the notebook computer or
pad computer determines whether the user can use the note-
book computer or pad computer by using the face recognition
technology, if the user is using the notebook computer or pad
computer in a dark environment, it is difficult to obtain the
user’s face portrait and determine whether the user can use the
notebook computer or pad computer through the face recog-
nition technology.

SUMMARY

In order to solve the above technical problem in the prior
art, according to one aspect of the present invention, an infor-
mation processing device is provided, comprising: a usage
scene monitoring unit, configured to monitor the usage scene
or the usage environment of the information processing
device; and a password input switching unit, configured to
judge the usage scene or the usage environment of the infor-
mation processing device based on the output of the usage
scene monitoring unit and determine whether the password
input mode should be switched based on the judgment result.

Further, according to one embodiment of the present inven-
tion, wherein, ifthe password input switching unit determines
that the information processing device is in a first usage scene
or usage environment, the password input switching unit will
set the password input mode to the first password input mode.
Further, if the password input switching unit determines that
the information processing device is in a second usage scene
or usage environment, the password input switching unit will
set the password input mode to the second password input
mode.

Further, according to one embodiment of the present inven-
tion, wherein, the first usage scene of the information pro-
cessing device is a notebook usage scene of the information
processing device, while the second usage scene of the infor-
mation processing device is a pad usage scene of the infor-
mation processing device; in the first password input mode,
the password is acquired by pressing the keyboard or clicking
the mouse; and in the second password input mode, the pass-
word is acquired by the user’s touch track on the touch screen.

Further, according to one embodiment of the present inven-
tion, wherein the usage scene monitoring unit is an ambient
light sensing unit, and is configured to monitor the ambient
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light intensity around the information processing device; the
first usage environment is an environment where the ambient
light intensity around the information processing device is
higher than a preset threshold value, whereas the second
usage environment is an environment where the ambient light
intensity around the information processing device is lower
than the preset threshold value.

According to one embodiment of the present invention, the
information processing device further comprises: a face rec-
ognition unit, configured to recognize the user’s face image
taken by the information processing device, in order to
enable/disable the user to use the information processing
device; and a voice recognition unit, configured to recognize
the user’s voice recorded by the information processing
device, in order to enable/disable the user to use the informa-
tion processing device, wherein in the first password input
mode, the user is enabled/disabled to use the information
processing device based on the user’s face recognition; and in
the second password input mode, the user is enabled/disabled
to use the information processing device based on the user’s
voice recognition.

Further, according to another aspect of the present inven-
tion, a method for switching password input modes of the
information processing device is provided, the method com-
prising: monitoring the usage scene or usage environment of
the information processing device; judging the usage scene or
usage environment of the information processing device
based on the monitoring results; and determining whether to
switch the password input mode based on the judging result.

Further, according to one embodiment of the present inven-
tion, wherein if it is determined that the information process-
ing device is in the first usage scene, then the password input
mode is set to the first password input mode; if it is deter-
mined that the information processing device is in the second
usage scene, the password input mode is set to the second
password input mode.

Further, according to one embodiment of the present inven-
tion, wherein the first usage scene is the notebook usage scene
of'the information processing device; the second usage scene
is the pad usage scene of the information processing device;
in the first password input mode, the password is acquired by
pressing the keyboard or clicking the mouse; and in the sec-
ond password input mode, the password is acquired by the
user’s touch track on the touch screen.

Further, according to one embodiment of the present inven-
tion, wherein the monitoring the usage scene or usage envi-
ronment of the information processing device further com-
prises: monitoring the ambient light intensity around the
information processing device, wherein, the first usage envi-
ronment is an environment where the ambient light intensity
around the information processing device is higher than a
preset threshold value, whereas the second usage environ-
ment is an environment where the ambient light intensity
around the information processing device is lower than the
preset threshold value.

Further, according to one embodiment of the present inven-
tion, wherein in the first password input mode, the user is
enabled/disabled to use the information processing device
based on the user’s face reorganization; and in the second
password input mode, the user is enabled/disabled to use the
information processing device based on the user’s voice rec-
ognition.

With the above configuration, the password input mode can
be flexibly switched according to different usage scenes/en-
vironments of the information processing device. Thus, the
password can be input in the way that is the most convenient
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for the user in different usage scenes/environments of the
information processing device.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 a schematic block diagram illustrating the structure
of'the information processing device according to an embodi-
ment of the present invention; and

FIG. 2 a flow chart illustrating the method for switching the
password input mode according to an embodiment of the
present invention.

DETAILED DESCRIPTION

Each embodiment of the present invention will be
described with reference to the accompanying drawings. It
should be noted that, in the drawings, the same reference will
be given to the parts having substantially the same or similar
structure and function and the repeated descriptions thereof
will be omitted.

The information processing device according to an
embodiment of the present invention will be described with
reference to FIG. 1. The information processing device herein
according to an embodiment of the present invention may
include a notebook computer having a pad mode or a pad
computer and the like.

As shown in FIG. 1, the information processing device 1
according to an embodiment of the present invention may
comprise a usage scene monitoring unit 11 and a password
input switching unit 12

Herein, the usage scene monitoring unit 1 monitors the
usage scene or the usage environment of the information
processing device 1, while the password input switching unit
12 can judge the usage scene or the usage environment of the
information processing device 1 based on the output of the
usage scene monitoring unit, and determines whether the
password input mode should be switched based on the judg-
ment result.

For example, if the password input switching unit 12 deter-
mines that the information processing device 1 is in a first
usage scene or usage environment, the password input
switching unit 12 will set the password input mode to the first
password input mode. Further, if the password input switch-
ing unit 12 determines that the information processing device
is in a second usage scene or usage environment, the pass-
word input switching unit 12 will set the password input mode
to the second password input mode.

The structure and operation of the information processing
device will now be described according to different embodi-
ments.

For example, according to one embodiment of the present
invention, the usage scene monitoring unit 11 can be imple-
mented by any of the processor, microprocessor or DSP.
Additionally, the password input switching unit 12 can also
be implemented by any of the processor, microprocessor or
DSP. In this case, under the control of the preset software, the
processor of the information processing device can imple-
ment the functions of the usage scene monitoring unit 11 and
the password input switching unit 12.

Herein, according to the present embodiment, the first
usage scene of the information processing device 1 can be a
notebook usage scene of the information processing device 1,
while the second usage scene of the information processing
device can be a pad usage scene of the information processing
device 1. For example, in the case that the information pro-
cessing device 1 is a notebook computer with the pad com-
puter function, the first usage scene can be an ordinary usage
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scene (notebook configuration) of the information processing
device 1, and the second usage scene can be a pad usage scene
wherein the touch screen (not shown) of the information
processing device 1 is rotated by 180° to the keyboard (not
shown) of the information processing device 1 or “back
flipped” to the back of the information processing device 1.
Additionally, in the case that the information processing
device 1 is a pad computer with a keyboard docking station,
the first usage scene can be a scene where the information
processing device 1 is connected to the keyboard docking
station, while the second usage scene can be a scene where the
information processing device 1 is separate from the key-
board docking station.

Herein, the usage scene monitoring unit 11 can monitor the
usage scene of the information processing device 1 by moni-
toring, for example, whether the keyboard of the information
processing device 1 is available. For example, in the pad
usage scene of the notebook with a pad function (the second
usage scene), the keyboard function of the notebook is dis-
abled, then the usage scene monitoring unit 11 can determine
the usage scene of the information processing device 1 by
monitoring the signal disabling the keyboard function. Fur-
ther, when the information processing device 1, such as a pad
computer or the like, is separate from the keyboard docking
station, a disconnecting signal indicating disconnection to the
keyboard docking station can be used as a signal for deter-
mining the usage scene of the information processing device
1.

The usage scene monitoring unit 11 determines the usage
scene of the information processing device 1 based on the
above-described signals, and transmits the monitoring results
to the password input switching unit 12. In this case, the
password input switching unit 12 determines whether to
switch the password input mode based on the output (moni-
toring result) of the usage scene monitoring unit 11. For
example, when the password input switching unit 12 judges
that the information processing device 1 is in the first usage
scene, the password input switching unit 12 sets the password
input mode to a first password input mode, whereas when the
password input switching unit 12 judges that the information
processing device 1 is in the second usage scene, the pass-
word input switching unit 12 sets password input mode is to
the second password input mode. Here, if the password input
switching unit 12 sets the password input mode to the first
password input mode, in the first password input mode the
password is acquired by pressing the keyboard or clicking the
mouse. In addition, if the password input switching unit 12
sets the password input mode to the second password input
mode, in the second password input mode the password is
acquired by the user’s touch track on the touch screen. For
example, a predetermined image can be stored previously in
the information processing device 1 as a password, and the
user’s touch track on the touch screen is compared with the
predetermined image as so to allow or disallow the user to use
the information processing device 1.

In this case, in the notebook usage scene (the first usage
scene) of the information processing device 1, the password
can be input by using the keyboard or the mouse, whereas in
the pad usage scene (the second usage scene) of the informa-
tion processing device 1, the password can be input by the
user’s touch track on the touch screen. Thus in different usage
scenes, the information processing device 1 can provide the
user with a flexible and convenient password input mode,
thereby improving the user’s usage experience.

In addition, according to another embodiment of the
present invention, the usage scene monitoring unit 11 can be
an ambient light sensing unit, and is used to monitor the
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ambient light intensity around the information processing
device 1. Herein, the usage scene monitoring unit 11 can be
implemented by any light or brightness sensor. Additionally,
the password input switching unit 12 can be any of the pro-
cessor, microprocessor or DSP.

According to the present embodiment, the first usage envi-
ronment can be an environment where the ambient light
intensity around the information processing device 1 is higher
than a preset threshold value, whereas the second usage envi-
ronment can be an environment where the ambient light
intensity around the information processing device 1 is lower
than (or equal to) the preset threshold value. Here, the preset
threshold value can be stored in the information processing
device 1, and can be set to an experience value. In addition, it
can be set in the operating system (e.g., android) or a dedi-
cated application by the user based on his/her preference.

In the present embodiment, the information processing
device 1 shown in FIG. 1 can also further comprises a face
recognition unit (not shown) and a voice recognition unit (not
shown). Here, the face recognition unit can be implemented
by the processor, the camera, and the face recognition appli-
cation or function of the information processing device 1, and
is used to recognize the user’s face image taken by the infor-
mation processing device 1, in order to enable/disable the
user to use the information processing device 1. In addition,
the voice recognition unit can be implemented by the proces-
sor, the voice acquisition apparatus (e.g., microphone) and
the voice recognition application of the information process-
ing device 1, and is used to recognize the user’s voice
recorded by the information processing device 1, in order to
enable/disable the user to use the information processing
device 1.

In this case, the usage scene monitoring unit 11 can con-
tinuously or periodically monitor the ambient light around the
information processing device 1 to monitor the use environ-
ment of the information processing device 1, and transmits
the monitoring results to the password input switching unit
12. In this case, the password input switching unit 12 judges
whether to switch the password input mode based on the
output (monitoring result) of the usage scene monitoring unit
11. For example, when the password input switching unit 12
judges that the information processing device 1 is in the first
usage scene (the brightness of the ambient light is higher than
the preset threshold), the password input switching unit 12
sets the password input mode to the first password input
mode, whereas when the password input switching unit 12
judges that the information processing device 1 is in the
second usage scene (the brightness of the ambient light is
below or equal to the preset threshold value), the password
input switching unit 12 set the password input mode to the
second password input mode. Here, if the password input
switching unit 12 set the password input mode to the first
password input mode, then in the first password input mode,
the user is enabled/disabled to use the information processing
device 1 based on the user’s face recognition. Specifically, the
face recognition unit of the information processing device 1
firstly acquires the user’s face image, and the acquired face
recognition image as a password to be compared with the
user’s face image stored beforehand in the information pro-
cessing device 1 so as to enable/disable the user to use the
information processing device based on the comparison
result. In addition, if the password input switching unit 12 sets
the password input mode to the second password input mode,
then in the second password input mode, the user is enabled/
disabled to use the information processing device 1 based on
the user’s voice recognition. Specifically, the voice recogni-
tion unit of the information processing device 1 firstly
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acquires the user’s voice, and the acquired user’s voice as a
password input is compared with the user’s voice stored
beforehand in the information processing device 1 (e.g., to
match the voice frequencies or feature values of the two), so
asto enable/disable the user to use the information processing
device based on the comparison result.

In this case, in the case that the ambient light around the
information processing device 1 is relatively strong (the first
usage environment), the password can be input by the way of
the face recognition (the first password input mode), whereas
in the case that the ambient light around the information
processing device 1 is relatively weak (the second usage
environment), the password can be input by the way of the
user’s voice (the second password input mode). Thus, in
different usage scenes, the information processing device 1
can provide the user a flexible and convenient password input
mode, thereby improving the user’s usage experience.

Each embodiment of the present invention is described
above, but the present invention is not limited thereto. For
example, in the case that the first usage scene is the notebook
usage scene of the information processing device 1 and the
second usage scene is the pad usage scene of the information
processing device 1, the first password input mode can be the
mode in which the password is input through the keyboard or
the mouse, whereas the second password input mode can be
the mode in which the password input through voice. In
addition, in the case that the first usage environment is a high
brightness environment and the second usage environment is
a low brightness environment, the first password input mode
can be the mode in which the password is input through the
user’s face image, whereas the second password input mode
can be the mode in which the password is input through the
user’s sliding track on the touch screen. In addition, as long as
it can meet the needs of switching the password input modes
between different scenes/environments and the switched
password input mode is convenient for the user, other pass-
word input modes can also be used.

With the above configuration, the password input mode can
be flexibly switched according to different usage scenes/en-
vironments of the information processing device 1. Thus, the
password can be input in the way that is the most convenient
for the user in different usage scenes/environments of the
information processing device 1.

With reference to FIG. 2, the switching method for the
password input mode according to an embodiment of the
present invention will be described below. FIG. 2 is a flow
chart illustrating the switching method of password input
modes according to an embodiment of the present invention.
Password input mode switching method shown in FIG. 2 can
be applied to the information processing device 1 shown in
FIG. 1.

As shown in FIG. 2, in step S201, the usage scene or usage
environment of the information processing device is moni-
tored.

Specifically, according to one embodiment of the present
invention, a first usage scene of the information processing
device 1 can be a notebook usage scene of the information
processing device 1, whereas a second usage scene can be a
pad usage scene of the information processing device 1. Addi-
tionally, in the case that the information processing device 1
is a pad computer having a keyboard docking station, the first
usage scene can be a scene where the information processing
device 1 is connected to the keyboard docking station, while
the second usage scene can be a scene where the information
processing device 1 is separate from the keyboard docking
station. In this case, the usage scene monitoring unit 11 can
monitor the usage scene of the information processing device
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1 by monitoring whether the keyboard of the information
processing device 1 is available.

In addition, according to another embodiment of the
present invention, the first usage environment can be an envi-
ronment where the ambient light intensity around the infor-
mation processing device 1 is higher than the preset threshold
value, whereas the second usage environment can be an envi-
ronment where the ambient light intensity around the infor-
mation processing device 1 is lower than (or equal to) the
preset threshold value. Here, the preset threshold value can be
stored in the information processing device 1, and can be set
to an experience value. In addition, it can be set in the oper-
ating system (e.g., android) or a dedicated application by the
user based on his/her preference. In this case, the usage scene
monitoring unit 11 can be an ambient light sensing unit, and
is used to monitor the ambient light intensity around the
information processing device 1. Then the usage scene moni-
toring unit 11 can continuously or periodically monitor the
ambient light around the information processing device 1 to
monitor the usage environment of the information processing
device 1.

Then, in step S202, the usage scene or usage environment
of the information processing device is judged based on the
output of the usage scene monitoring unit.

Specifically, according to one embodiment of the present
invention, the password input switching unit 12 judges the
usage scene of the information processing device 11 based on
the output of the usage scene monitoring unit 11. For
example, if the password input switching unit 12 judges that
the keyboard of the information processing device 1 is avail-
able based on the output of the usage scene monitoring unit
11, the password input switching unit 12 will judge that the
information processing device 1 is in the first usage scene,
whereas if the password input switching unit 12 judges that
the keyboard of the information processing device 1 is not
available based on the output of the usage scene monitoring
unit 11, the password input switching unit 12 will judge that
the information processing device 1 is in the second usage
scene.

Additionally, according to another embodiment of the
present invention, the password input switching unit 12
judges the usage scene of the information processing device 1
based on the output of the usage scene monitoring unit 11. For
example, if the password input switching unit 12 judges that
the ambient light around the information processing device 1
is relatively strong based on the output of the usage scene
monitoring unit 11, the password input switching unit 12 will
judge that the information processing device 1 is in the first
usage scene, whereas if the password input switching unit 12
judges that the ambient light around the information process-
ing device 1 is relatively weak based on the output of the
usage scene monitoring unit 11, the password input switching
unit 12 will judge that the information processing device 1 is
in the second usage scene.

Then, in step S203, whether to switch the password input
mode is determined based on the judging result.

Specifically, according to one embodiment of the present
invention, if the password input switching unit 12 judges the
information processing device 1 is in the first usage scene,
then the password input switching unit 12 sets the password
input mode to the first password input mode. Here, in the first
password input mode, the password is acquired by pressing
the keyboard or clicking the mouse. In addition, if the pass-
word input switching unit 12 judges that the information
processing device 1 is in the second usage scene, the pass-
word input switching unit 12 sets the password input mode to
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the second password input mode. Here, in the second pass-
word input mode, the password is acquired by the user’s touch
track on the touch screen.

Further, according to another embodiment of the present
invention, if the password input switching unit 12 judges that
the information processing device 1 is in the first usage scene,
the password input switching unit 12 sets the password input
mode to the first password input mode. Here, in the first
password input mode, the user is enabled/disabled to use the
information processing device 1 based on the user’s face
recognition. Specifically, the face recognition unit of the
information processing device 1 firstly acquires the user’s
face image, and the acquired face recognition image as a
password input is compared with the user’s face image stored
beforehand in the information processing device 1 so as to
enable/disable the user to use the information processing
device based on the comparison result. In addition, if the
password input switching unit 12 judges that the information
processing device 1 is in the second usage scene, the pass-
word input switching unit 12 sets the password input mode to
the second password input mode. Here, in the second pass-
word input mode, the user is enabled/disabled to use the
information processing device 1 based on the user’s voice
recognition. Specifically, the voice recognition unit of the
information processing device 1 firstly acquires the user’s
voice, and the acquired user’s voice as a password input is
compared with the user’s voice stored beforehand in the
information processing device 1 (e.g., to match the voice
frequencies or feature values of the two), so as to enable/
disable the user to use the information processing device
based on the comparison result.

Additionally, the present invention is not limited to the case
shown in FIG. 2. For example, in the case that the first usage
scene is the notebook usage scene of the information process-
ing device 1 and the second usage scene is the pad usage scene
of the information processing device 1, the first password
input mode can be the mode in which the password is input
through the keyboard or the mouse, whereas the second pass-
word input mode can be the mode in which the password
input through voice. In addition, in the case that the first usage
environment is a high brightness environment and the second
usage environment is a low brightness environment, the first
password input mode can be the mode in which the password
is input through the user’s face image, whereas the second
password input mode can be the mode in which the password
is input through the user’s sliding track on the touch screen. In
addition, as long as it can meet the needs of switching the
password input modes between different scenes/environ-
ments and the password input mode switched to be conve-
nient for the user; other password input modes can also be
used.

As described above, various embodiments of the present
invention have been specifically described above, but the
present invention is not limited thereto. It should be under-
stood by those skilled in the art that various modifications,
combinations, sub-combinations, or replacements can be car-
ried out according to the designing requirements or other
factors, which, however, fall within the scope of the appended
claims and their equivalents.

What is claimed is:

1. An information processing device, comprising:

a usage scene sensor, configured to monitor a usage scene
or a usage environment of the information processing
device; and
a processor, configured to judge the usage scene or the

usage environment of the information processing
device based on an output of the usage scene sensor
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before receiving inputs for authentication and to
determine whether a password input mode should be
switched based on the judgment result in order to
provide the password input mode that is convenient
for a user to input in the judged usage scene or the
usage environment of the information processing
device, wherein, different password input modes
require different types of inputs for authentication and
whether the password input mode should be switched
is determined before inputs for authentication are
received from the user.

2. The information processing device according to claim 1,

wherein:

if the processor determines that the information processing
device is in a first usage scene or use environment, the
processor sets the password input mode to a first pass-
word input mode; and

if the password input switching unit determines that the
information processing device is in a second usage scene
orusage environment, the password input switching unit
sets the password input mode to a second password input
mode.

3. The information processing device according to claim 2,

wherein:

the first usage scene of the information processing device is
a notebook usage scene of the information processing
device;

the second usage scene of the information processing
device is a pad usage scene of the information process-
ing device;

in the first password input mode, a password is acquired by
pressing a keyboard or clicking a mouse; and

in the second password input mode, the password is
acquired by a user’s touch track on a touch screen.

4. The information processing device according to claim 2,

wherein

the usage scene sensor is an ambient light sensing unit,
configured to monitor ambient light intensity around the
information processing device;

a first usage environment is an environment where the
ambient light intensity around the information process-
ing device is higher than a preset threshold value: and

a second usage environment is an environment where the
ambient light intensity around the information process-
ing device is lower than the preset threshold value.

5. The information processing device according to claim 4,

further comprising:

a face recognition unit, configured to recognize the user’s
face image taken by the information processing device,
in order to enable/disable the user to use the information
processing device; and

avoice recognition unit, configured to recognize the user’s
voice recorded by the information processing device, in
order to enable/disable the user to use the information
processing device,

wherein in the first password input mode, the user is
enabled/disabled to use the information processing
device based on the user’s face recognition; and
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in the second password input mode, the user is enabled/
disabled to use the information processing device based
on the user’s voice recognition.

6. A switching method for password input modes of the
information processing device, comprising:

monitoring usage scene or usage environment of an infor-

mation processing device;

judging the usage scene or usage environment of the infor-

mation processing device based on the monitoring result
before receiving inputs for authentication; and
determining whether the password input mode should be
switched based on the judging result in order to provide
the password input mode that is convenient for a user to
input in the judged usage scene or the usage environment
of the information processing device, wherein, different
password input modes require different types of inputs
for authentication and whether the password input mode
should be switched is determined before inputs for
authentication are received from the user.
7. The switching method according to claim 6, wherein:
ifitis determined that the information processing device is
in a first usage scene or use environment, the password
input mode is set to a first password input mode; and
ifitis determined that the information processing device is
in a second usage scene or usage environment, the pass-
word input mode is set to a second password input mode.

8. The switching method according to claim 7, wherein:

the first usage scene is a notebook usage scene of the

information processing device;

the second usage scene is a pad usage scene of the infor-

mation processing device;

in the first password input mode, the password is acquired

by pressing a keyboard or clicking a mouse; and

in the second password input mode, the password is

acquired by a user’s touch track on a touch screen.

9. The switching method according to claim 7, wherein the
monitoring the usage scene or usage environment of the infor-
mation processing device further comprises:

monitoring ambient light intensity around the information

processing device,

wherein, a first usage environment is an environment

where the ambient light intensity around the information
processing device is higher than a preset threshold value;
and

a second usage environment is an environment where the

ambient light intensity around the information process-
ing device is lower than the preset threshold value.

10. The switching method according to claim 9, wherein

in the first password input mode, the user is enabled/dis-

abled to use the information processing device based on
the user’s face recognition; and

in the second password input mode, the user is enabled/

disabled to use the information processing device based
on the user’s voice recognition.
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